NetCIL Technical Specifications and Hosting Options

Technology

The NetCIL database system can be configured to run on a stand-alone PC or in a multi-user environment, on either a peer-to-peer or client-server network.  It can also operate as a cloud service on dedicated hardware or on a virtual cloud server.

Regardless of the hosting option, NetCIL uses three front-end components that connect to a back-end Microsoft Access file server as shown in the following diagram:
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The next diagram portrays the NetCIL cloud model:
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For local installations, Microsoft Access is required in order to run the application.  MS Access 2010 Runtime can be obtained royalty-free from Microsoft; Non-profit organizations can purchase full versions of Office 2010 Professional very inexpensively from Tech Soup (see the configuration information at the end of this document). Windows 7 is the preferred operation system, but NetCIL will run on Windows XP as long as Service Pack 3 is installed, and if all other operating system updates are current.  NetCIL Online will also work on a Mac or an iPad as long as the appropriate remote access software is installed.  The front-end components NetCIL IRLog and NetCIL Manager are implemented using Microsoft .Net technology.  Although it isn’t necessary, it’s recommended that each workstation have Microsoft Office 2010 and the Microsoft .Net 4.x Framework installed, even if NetCIL is operated as a cloud service. Doing so will allow your users to take full advantage of NetCIL capabilities.
Hosting Options

If your agency chooses to operate NetCIL Online as a cloud service, you have three hosting options:
1. On your own equipment, where hardware is owned and maintained by you.  This same configuration will of course be used if you choose to run NetCIL on your own internal network with no internet access. A dedicated server is recommended but not required; a suggested configuration is detailed at the end of this document.  Annual cost: $900 (includes complete NetCIL database support, automated backup service, and automatic software updates. Does not include hardware support). If your staff or contracted IT service configures the server, there is no setup fee charged by ed2c for NetCIL installation.  Ed2c can configure your server hardware and software for you for a flat fee of $500 (does not include hardware support or hardware/software acquisition cost).
2. Dedicated hardware that is owned by you but physically controlled and maintained by ed2c.  The hardware is housed in a secure facility in Louisville, Kentucky with a very-high speed (up to 100 Mb/sec up + down) internet connection, climate control, and backup power. Annual cost: $1900. Setup fee: $500 (does not include hardware/software acquisition or maintenance cost). 
3. On a virtual server using Amazon EC2 Cloud Services. Annual cost: $900 (small-capacity; 1 or 2 simultaneous users), $1200 (medium-capacity; up to 10 simultaneous users), or $2000 (high-capacity; more than 10 simultaneous users). The “simultaneous user” values are recommended performance values for concurrent connections; there is no limit to the total number of users.
Regardless of the hosting option, all software is maintained by ed2c. NetCIL Cloud Services data is automatically encrypted and backed up to an ed2c-owned ftp server on a daily basis. File server maintenance is also conducted automatically on a daily basis. In case of system failure, ed2c will reconfigure your system on either backup hardware or a virtual server, usually on the same business day.  On equipment controlled by ed2c and on Amazon Cloud Services, selected members of your staff will also have administrative access to the cloud server. 

NetCIL Online uses digitally-signed RDP files, which implement Transport Layer Security (TLS 1.2, the equivalent of SSL 3.3). The standard security policy enforces the use of strong passwords (minimum six characters, mix of upper and lower case and non-alpha characters, password change required every 90 days). Individual sites can change the security policy as they deem appropriate.
Suggested configuration to run NetCIL on dedicated equipment
Hardware:

A Dell T210II or a T310 with 8 Gb of memory and at least RAID 1 – Approximate cost: $850 - $1400 depending on other configuration options. You can buy from Dell tax-free if you submit your 501-C3 paperwork.  Our point of contact:

Brendon Fisher 
(512) 513-1137 (direct line) 
(512) 283-2152 (fax) 
Brendon_Fisher@dell.com
Operating system:

Windows Server 2008 Enterprise Edition R2 - Tech Soup part number: LVS-42403.  Cost: $139

Application software:

Remote Desktop Client Access Licenses – Tech Soup part number: LS-2408. Cost: $6/user. 

Microsoft Office 2010 Professional – Tech Soup part number: LS-45112. Cost: $31/user.

Mac Users: Microsoft Remote Desktop Connection Client for Mac 2.1.1.  Cost: Free.  

We’re registered as ed2c at Tech Soup; if you’d like to associate your account with ours we can help you with purchase recommendations.
For more information, please call us toll-free: (888) 678-0683 x0, visit our website, or write to info@ed2c.com. 
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